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Last revised December 7, 2006
IPv4 addresses are 32 bits, organized into four groups of 8 bits called octets or bytes.

They are shown in decimal (base 10) usually, with each octet converted to decimal, separated by a period. Each octet can be from 0 to 255 decimal (00000000 to 11111111 binary).  
Examples:

192.16.3.3

199.99.125.16

38.2.131.1

144.118.28.254

128.122.159.3

IP addresses are organized into address classes that separate the network and host portions: the classes are described in the text and notes on the web page and will not be repeated here.
Converting binary to decimal

Remember (or calculate) the powers of two from 2^0 to 2^7

	128
	64
	32
	16
	8
	4
	2
	1

	2^7
	2^6
	2^5
	2^4
	2^3
	2^2
	2^1
	2^0


To convert binary to decimal: place the octet against the powers of two and add the powers of two where there is a 1 in the binary number
Example:  convert 11000111 to decimal:

	128
	64
	32
	16
	8
	4
	2
	1

	1
	1
	0
	0
	0
	1
	1
	1


So 11000111 binary equals decimal 128 + 64 + 4 + 2 + 1 = 199.
Now convert 01011001 to decimal:

	128
	64
	32
	16
	8
	4
	2
	1

	0
	1
	0
	1
	1
	0
	0
	1


So 01011001 binary equals decimal 64 + 16 + 8 + 1 = 89.

Convert decimal to binary

Find the highest power of two that can be subtracted from the number. Put a 1 in that position. Subtract it from the number and repeat the process.  Put in zeroes for all the positions not used.
Example:  convert 199 to binary.
Highest number is 128:

	128
	64
	32
	16
	8
	4
	2
	1

	1
	
	
	
	
	
	
	


199-128 = 71 highest number remaining: 64

	128
	64
	32
	16
	8
	4
	2
	1

	1
	1
	
	
	
	
	
	


71-64 = 7 highest number remaining = 4 (place zeroes for the others)

	128
	64
	32
	16
	8
	4
	2
	1

	1
	1
	0
	0
	0
	1
	
	


7-4 = 3 highest number 2

	128
	64
	32
	16
	8
	4
	2
	1

	1
	1
	0
	0
	0
	1
	1
	


3-2 = 1 highest number 1

	128
	64
	32
	16
	8
	4
	2
	1

	1
	1
	0
	0
	0
	1
	1
	1


Exercise: convert 128.122.159.3 to binary and back

Network and host portions

To show a network number only, set the host portion to zero

Example network numbers:
206.4.23.0 is an example of a class C network number. Last 8 bits are set to zero.

128.122.0.0 is an example of a class B network number. Last 16 bits are set to zero.
Netmask

The netmask indicates which part of the address is to be considered as the network portion; the rest is left to identify each host in that network. Set all the bits to 1 if they are network bits

Class A netmask: 255.0.0.0

Class B netmask: 255.255.0.0

Class C netmask: 255.255.255.0 = 11111111.11111111.11111111.00000000
Classless:

Inside a network or when CIDR (Classless Interdomain Routing) addressing is used, the network administrator may choose to designate hosts bits that are not on nice tidy octet boundaries.

Example:

How many host bits are available using these netmask 255.255.255.224?
The 255’s are all one’s for the first three bytes or 24 bits.  255 = 11111111 (eight 1’s)

What is the 224 portion?  Convert 224 to binary.

224 – 128 = 96

96 – 64 = 32

32 – 32 = 0

So 224 is 11100000.

Therefore, the first 27 bits in 255.255.255.224 are all ones, so that is the length of the prefix or netmask.  The remaining 32-27=5 bits are available for host identification. 
Hence 255.255.255.224 has five host bits.

Exercise: How many host bits are available using the netmask 255.255.252.0? 
Possible Net Mask Values

Since a mask must be a number of ones, followed by all zeroes, each IP address for a mask typically has some number of 255 values, possibly followed by one non-255 value, possibly followed by zeroes.  For example these are all legal net mask values:

255.255.0.0


255.255.192.0


128.0.0.0


255.255.255.224

The non-255 values must be eight bits that start with ones and end with all zeroes, so the only possible values are:

	Binary
	Decimal
	Number of bits 
contributed to mask

	00000000
	0
	0

	10000000
	128
	1

	11000000
	128+64= 192
	2

	11100000
	192+32= 224
	3

	11110000
	224+16= 240
	4

	11111000
	240+8= 248
	5

	11111100
	248+4= 252
	6

	11111110
	252+2= 254
	7

	11111111
	254+1= 255
	8


So the only non-255 values allowable in a mask are 0, 128, 192, 224, 240, 248, 252, or 254.

The prefix length in CIDR is the number of ones in the mask, so the earlier examples would have the following prefix lengths:
	Mask
	Prefix length

	255.255.0.0
	8+8+0+0 = 16

	255.255.192.0
	8+8+2+0 = 18

	128.0.0.0
	1+0+0+0 = 1 (the shortest possible prefix!)

	255.255.255.224
	8+8+8+3 = 27
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